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on a list that FinCEN will periodically
make available to financial institu-
tions or associations of financial insti-
tutions that have filed a notice with it,
or by confirming directly with the
other financial institution or associa-
tion of financial institutions that the
requisite notice has been filed.

(4) Use and security of information. (i)
Information received by a financial in-
stitution or an association of financial
institutions pursuant to this section
shall not be used for any purpose other
than:

(A) Identifying and, where appro-
priate, reporting on money laundering
or terrorist activities;

(B) Determining whether to establish
or maintain an account, or to engage
in a transaction; or

(C) Assisting the financial institution
in complying with any requirement of
this chapter.

(ii) Each financial institution or as-
sociation of financial institutions that
engages in the sharing of information
pursuant to this section shall maintain
adequate procedures to protect the se-
curity and confidentiality of such in-
formation. The requirements of this
paragraph (b)(4)(ii) shall be deemed sat-
isfied to the extent that a financial in-
stitution applies to such information
procedures that the institution has es-
tablished to satisfy the requirements of
section 501 of the Gramm-Leach-Bliley
Act (156 U.S.C. 6801), and applicable reg-
ulations issued thereunder, with regard
to the protection of its customers’ non-
public personal information.

(5) Safe harbor from certain liability—
(i) In general. A financial institution or
association of financial institutions
that shares information pursuant to
paragraph (b) of this section shall be
protected from liability for such shar-
ing, or for any failure to provide notice
of such sharing, to an individual, enti-
ty, or organization that is identified in
such sharing, to the full extent pro-
vided in subsection 314(b) of Public Law
107-56.

(ii) Limitation. Paragraph (b)(5)(i) of
this section shall not apply to a finan-
cial institution or association of finan-
cial institutions to the extent such in-
stitution or association fails to comply
with paragraphs (b)(2), (b)(3), or (b)4)
of this section.
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(c) Information sharing between finan-
cial institutions and the Federal Govern-
ment. If, as a result of information
shared pursuant to this section, a fi-
nancial institution knows, suspects, or
has reason to suspect that an indi-
vidual, entity, or organization is in-
volved in, or may be involved in ter-
rorist activity or money laundering,
and such institution is subject to a sus-
picious activity reporting requirement
under this chapter or other applicable
regulations, the institution shall file a
Suspicious Activity Report in accord-
ance with those regulations. In situa-
tions involving violations requiring
immediate attention, such as when a
reportable violation involves terrorist
activity or is ongoing, the financial in-
stitution shall immediately notify, by
telephone, an appropriate law enforce-
ment authority and financial institu-
tion supervisory authorities in addi-
tion to filing timely a Suspicious Ac-
tivity Report. A financial institution
that is not subject to a suspicious ac-
tivity reporting requirement is not re-
quired to file a Suspicious Activity Re-
port or otherwise to notify law enforce-
ment of suspicious activity that is de-
tected as a result of information shared
pursuant to this section. Such a finan-
cial institution is encouraged, however,
to voluntarily report such activity to
FinCEN.

(d) No effect on financial institution re-
porting obligations. Nothing in this sub-
part affects the obligation of a finan-
cial institution to file a Suspicious Ac-
tivity Report pursuant to this chapter
or any other applicable regulations, or
to otherwise contact directly a Federal
agency concerning individuals or enti-
ties suspected of engaging in terrorist
activity or money laundering.

Subpart F—Special Standards of
Diligence; Prohibitions; and
Special Measures

§1010.600 General.

Each financial institution (as defined
in 31 U.S.C. 5312(a)(2) or (c)(1)) should
refer to its Chapter X Part for any ad-
ditional special standards of diligence;
prohibitions; and special measures re-
quirements.
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SPECIAL DUE DILIGENCE FOR COR-
RESPONDENT ACCOUNTS AND PRIVATE
BANKING ACCOUNTS

§1010.605 Definitions.

Except as otherwise provided, the fol-
lowing definitions apply for purposes of
§§1010.610 through 1010.630 and §1010.670:

(a) Beneficial owner of an account
means an individual who has a level of
control over, or entitlement to, the
funds or assets in the account that, as
a practical matter, enables the indi-
vidual, directly or indirectly, to con-
trol, manage or direct the account. The
ability to fund the account or the enti-
tlement to the funds of the account
alone, however, without any cor-
responding authority to control, man-
age or direct the account (such as in
the case of a minor child beneficiary),
does not cause the individual to be a
beneficial owner.

(b) Certification and recertification
mean the certification and recertifi-
cation forms regarding correspondent
accounts for foreign banks located on

FinCEN’s Internet Web site, http:/
www.fincen.gov.
(c) Correspondent account. (1) The

term correspondent account means:

(i) For purposes of §1010.610(a), (d)
and (e), an account established for a
foreign financial institution to receive
deposits from, or to make payments or
other disbursements on behalf of, the
foreign financial institution, or to han-
dle other financial transactions related
to such foreign financial institution;
and

(ii) For purposes of §§1010.610(b) and
(c), 1010.630 and 1010.670, an account es-
tablished for a foreign bank to receive
deposits from, or to make payments or
other disbursements on behalf of, the
foreign bank, or to handle other finan-
cial transactions related to such for-
eign bank.

(2) For purposes of this definition,
the term account:

(i) As applied to banks (as set forth
in paragraphs (e)(1)(i) through (vii) of
this section):

(A) Means any formal banking or
business relationship established by a
bank to provide regular services, deal-
ings, and other financial transactions;
and
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(B) Includes a demand deposit, sav-
ings deposit, or other transaction or
asset account and a credit account or
other extension of credit;

(ii) As applied to brokers or dealers
in securities (as set forth in paragraph
(e)(1)(viii) of this section) means any
formal relationship established with a
broker or dealer in securities to pro-
vide regular services to effect trans-
actions in securities, including, but not
limited to, the purchase or sale of secu-
rities and securities loaned and bor-
rowed activity, and to hold securities
or other assets for safekeeping or as
collateral;

(iii) As applied to futures commission
merchants and introducing brokers (as
set forth in paragraph (e)(1)(ix) of this
section) means any formal relationship
established by a futures commission
merchant to provide regular services,
including, but not limited to, those es-
tablished to effect transactions in con-
tracts of sale of a commodity for future
delivery, options on any contract of
sale of a commodity for future deliv-
ery, or options on a commodity; and

(iv) As applied to mutual funds (as
set forth in paragraph (e)(1)(x) of this
section) means any contractual or
other business relationship established
between a person and a mutual fund to
provide regular services to effect trans-
actions in securities issued by the mu-
tual fund, including the purchase or
sale of securities.

(d) Correspondent relationship has the
same meaning as correspondent ac-
count for purposes of §§1010.630 and
1010.670.

(e) Covered financial institution means:
(1) For purposes of §1010.610 and
1010.620:

(i) An insured bank (as defined in sec-
tion 3(h) of the Federal Deposit Insur-
ance Act (12 U.S.C. 1813(h))):

(ii) A commercial bank;

(iii) An agency or branch of a foreign
bank in the United States;

(iv) A federally insured credit union;

(v) A savings association;

(vi) A corporation acting under sec-
tion 25A of the Federal Reserve Act (12
U.S.C. 611 et seq.);

(vii) A trust bank or trust company
that is federally regulated and is sub-
ject to an anti-money laundering pro-
gram requirement;
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(viii) A broker or dealer in securities
registered, or required to be registered,
with the Securities and Exchange Com-
mission under the Securities Exchange
Act of 1934 (15 U.S.C. 78a et seq.), except
persons who register pursuant to sec-
tion 15(b)(11) of the Securities Ex-
change Act of 1934;

(ix) A futures commission merchant
or an introducing broker registered, or
required to be registered, with the
Commodity Futures Trading Commis-
sion under the Commodity Exchange
Act (7 U.S.C. 1 et seq.), except persons
who register pursuant to section
4(f)(a)(2) of the Commodity Exchange
Act; and

(x) A mutual fund;

(2) For purposes of §§1010.630 and
1010.670:

(i) An insured bank (as defined in sec-
tion 3(h) of the Federal Deposit Insur-
ance Act (12 U.S.C. 1813(h))):

(ii) A commercial bank or trust com-
pany,

(iii) A private banker;

(iv) An agency or branch of a foreign
bank in the United States;

(v) A credit union;

(vi) A savings association;

(vii) A corporation acting under sec-
tion 25A of the Federal Reserve Act (12
U.S.C. 611 et seq.); and

(viii) A broker or dealer in securities
registered, or required to be registered,
with the Securities and Exchange Com-
mission under the Securities Exchange
Act of 1934 (15 U.S.C. 78a et seq.), except
persons who register pursuant to sec-
tion 15(b)(11) of the Securities Ex-
change Act of 1934.

(f) Foreign financial institution. (1) The
term foreign financial institution means:

(i) A foreign bank;

(ii) Any branch or office located out-
side the United States of any covered
financial institution described in para-
graphs (e)(1)(viii) through (x) of this
section;

(iii) Any other person organized
under foreign law (other than a branch
or office of such person in the United
States) that, if it were located in the
United States, would be a covered fi-
nancial institution described in para-
graphs (e)(1)(viii) through (x) of this
section; and

(iv) Any person organized under for-
eign law (other than a branch or office

§1010.605

of such person in the United States)
that is engaged in the business of, and
is readily identifiable as:

(A) A currency dealer or exchanger;
or

(B) A money transmitter.

(2) For purposes of paragraph
(£)(1)(iv) of this section, a person is not
“‘engaged in the business” of a cur-
rency dealer, a currency exchanger or a
money transmitter if such transactions
are merely incidental to the person’s
business.

(g) Foreign shell bank means a foreign
bank without a physical presence in
any country.

(h) Non-United States person or non-
U.S. person means a natural person who
is neither a United States citizen nor is
accorded the privilege of residing per-
manently in the United States pursu-
ant to title 8 of the United States Code.
For purposes of this paragraph (h), the
definition of person in §1010.100(mm)
does not apply, notwithstanding para-
graph (k) of this section.

(1) Offshore banking license means a li-
cense to conduct banking activities
that prohibits the licensed entity from
conducting banking activities with the
citizens of, or in the local currency of,
the jurisdiction that issued the license.

(j) Owner. (1) The term owner means
any person who, directly or indirectly:

(i) Owns, controls, or has the power
to vote 25 percent or more of any class
of voting securities or other voting in-
terests of a foreign bank; or

(ii) Controls in any manner the elec-
tion of a majority of the directors (or
individuals exercising similar func-
tions) of a foreign bank.

(2) For purposes of this definition:

(i) Members of the same family shall
be considered to be one person.

(ii) The term same family means par-
ents, spouses, children, siblings, uncles,
aunts, grandparents, grandchildren,
first cousins, stepchildren, stepsiblings,
parents-in-law, and spouses of any of
the foregoing.

(iii) Each member of the same family
who has an ownership interest in a for-
eign bank must be identified if the
family is an owner as a result of aggre-
gating the ownership interests of the
members of the family. In determining
the ownership interests of the same
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family, any voting interest of any fam-
ily member shall be taken into ac-
count.

(iv) Voting securities or other voting in-
terests means securities or other inter-
ests that entitle the holder to vote for
or to select directors (or individuals
exercising similar functions).

(k) Person has the meaning provided
in §1010.100(mm).

(1) Physical presence means a place of
business that:

(1) Is maintained by a foreign bank;

(2) Is located at a fixed address (other
than solely an electronic address or a
post-office box) in a country in which
the foreign bank is authorized to con-
duct banking activities, at which loca-
tion the foreign bank:

(i) Employs one or more individuals
on a full-time basis; and

(ii) Maintains operating records re-
lated to its banking activities; and

(3) Is subject to inspection by the
banking authority that licensed the
foreign bank to conduct banking ac-
tivities.

(m) Private banking account means an
account (or any combination of ac-
counts) maintained at a covered finan-
cial institution that:

(1) Requires a minimum aggregate
deposit of funds or other assets of not
less than $1,000,000;

(2) Is established on behalf of or for
the benefit of one or more non-U.S.
persons who are direct or beneficial
owners of the account; and

(3) Is assigned to, or is administered
or managed by, in whole or in part, an
officer, employee, or agent of a covered
financial institution acting as a liaison
between the covered financial institu-
tion and the direct or beneficial owner
of the account.

(n) Regulated affiliate. (1) The term
regulated affiliate means a foreign shell
bank that:

(i) Is an affiliate of a depository in-
stitution, credit union, or foreign bank
that maintains a physical presence in
the United States or a foreign country,
as applicable; and

(ii) Is subject to supervision by a
banking authority in the country regu-
lating such affiliated depository insti-
tution, credit union, or foreign bank.

(2) For purposes of this definition:
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(i) Affiliate means a foreign bank that
is controlled by, or is under common
control with, a depository institution,
credit union, or foreign bank.

(ii) Control means:

(A) Ownership, control, or power to
vote 50 percent or more of any class of
voting securities or other voting inter-
ests of another company; or

(B) Control in any manner the elec-
tion of a majority of the directors (or
individuals exercising similar func-
tions) of another company.

(o) Secretary means the Secretary of
the Treasury.

(p) Senior foreign political figure. (1)
The term senior foreign political figure
means:

(i) A current or former:

(A) Senior official in the executive,
legislative, administrative, military,
or judicial branches of a foreign gov-
ernment (whether elected or not);

(B) Senior official of a major foreign
political party; or

(C) Senior executive of a foreign gov-
ernment-owned commercial enterprise;

(ii) A corporation, business, or other
entity that has been formed by, or for
the benefit of, any such individual;

(iii) An immediate family member of
any such individual; and

(iv) A person who is widely and pub-
licly known (or is actually known by
the relevant covered financial institu-
tion) to be a close associate of such in-
dividual.

(2) For purposes of this definition:

(i) Senior official or executive means an
individual with substantial authority
over policy, operations, or the use of
government-owned resources; and

(ii) Immediate family member means
spouses, parents, siblings, children and
a spouse’s parents and siblings.

§1010.610 Due diligence programs for
correspondent accounts for foreign
financial institutions.

(a) In general. A covered financial in-
stitution shall establish a due diligence
program that includes appropriate, spe-
cific, risk-based, and, where necessary,
enhanced policies, procedures, and con-
trols that are reasonably designed to
enable the covered financial institu-
tion to detect and report, on an ongo-
ing basis, any known or suspected
money laundering activity conducted
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through or involving any cor-
respondent account established, main-
tained, administered, or managed by
such covered financial institution in
the United States for a foreign finan-
cial institution. The due diligence pro-
gram required by this section shall be
a part of the anti-money laundering
program otherwise required by this
chapter. Such policies, procedures, and
controls shall include:

(1) Determining whether any such
correspondent account is subject to
paragraph (b) of this section;

(2) Assessing the money laundering
risk presented by such correspondent
account, based on a consideration of all
relevant factors, which shall include,
as appropriate:

(i) The nature of the foreign financial
institution’s business and the markets
it serves;

(ii) The type, purpose, and antici-
pated activity of such correspondent
account;

(iii) The nature and duration of the
covered financial institution’s rela-
tionship with the foreign financial in-
stitution (and any of its affiliates);

(iv) The anti-money laundering and
supervisory regime of the jurisdiction
that issued the charter or license to
the foreign financial institution, and,
to the extent that information regard-
ing such jurisdiction is reasonably
available, of the jurisdiction in which
any company that is an owner of the
foreign financial institution is incor-
porated or chartered; and

(v) Information known or reasonably
available to the covered financial insti-
tution about the foreign financial in-
stitution’s anti-money laundering
record; and

(3) Applying risk-based procedures
and controls to each such cor-
respondent account reasonably de-
signed to detect and report known or
suspected money laundering activity,
including a periodic review of the cor-
respondent account activity sufficient
to determine consistency with informa-
tion obtained about the type, purpose,
and anticipated activity of the ac-
count.

(b) Enhanced due diligence for certain
foreign banks. In the case of a cor-
respondent account established, main-
tained, administered, or managed in

§1010.610

the United States for a foreign bank
described in paragraph (c) of this sec-
tion, the due diligence program re-
quired by paragraph (a) of this section
shall include enhanced due diligence
procedures designed to ensure that the
covered financial institution, at a min-
imum, takes reasonable steps to:

(1) Conduct enhanced scrutiny of
such correspondent account to guard
against money laundering and to iden-
tify and report any suspicious trans-
actions in accordance with applicable
law and regulation. This enhanced
scrutiny shall reflect the risk assess-
ment of the account and shall include,
as appropriate:

(i) Obtaining and considering infor-
mation relating to the foreign bank’s
anti-money laundering program to as-
sess the risk of money laundering pre-
sented by the foreign bank’s cor-
respondent account;

(ii) Monitoring transactions to, from,
or through the correspondent account
in a manner reasonably designed to de-
tect money laundering and suspicious
activity; and

(iii)(A) Obtaining information from
the foreign bank about the identity of
any person with authority to direct
transactions through any cor-
respondent account that is a payable-
through account, and the sources and
beneficial owner of funds or other as-
sets in the payable-through account.

(B) For purposes of paragraph
(b)(1)(iii)(A) of this section, a payable-
through account means a correspondent
account maintained by a covered finan-
cial institution for a foreign bank by
means of which the foreign bank per-
mits its customers to engage, either di-
rectly or through a subaccount, in
banking activities usual in connection
with the business of banking in the
United States.

(2) Determine whether the foreign
bank for which the correspondent ac-
count is established or maintained in
turn maintains correspondent accounts
for other foreign banks that use the
foreign correspondent account estab-
lished or maintained by the covered fi-
nancial institution and, if so, take rea-
sonable steps to obtain information
relevant to assess and mitigate money
laundering risks associated with the
foreign bank’s correspondent accounts
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for other foreign banks, including, as
appropriate, the identity of those for-

eign banks.
3)(i) Determine, for any cor-
respondent account established or

maintained for a foreign bank whose
shares are not publicly traded, the
identity of each owner of the foreign
bank and the nature and extent of each
owner’s ownership interest.

(ii) For purposes of paragraph (b)(3)(i)
of this section:

(A) Owner means any person who di-
rectly or indirectly owns, controls, or
has the power to vote 10 percent or
more of any class of securities of a for-
eign bank. For purposes of this para-
graph (b)(3)(ii)(A):

(I) Members of the same family shall
be considered to be one person; and

(2) Same family has the meaning pro-
vided in §1010.605(j)(2)(ii).

(B) Publicly traded means shares that
are traded on an exchange or an orga-
nized over-the-counter market that is
regulated by a foreign securities au-
thority as defined in section 3(a)(50) of
the Securities Exchange Act of 1934 (15
U.S.C. 78c(a)(50)).

(c) Foreign banks to be accorded en-
hanced due diligence. The due diligence
procedures described in paragraph (b)
of this section are required for any cor-
respondent account maintained for a
foreign bank that operates under:

(1) An offshore banking license;

(2) A banking license issued by a for-
eign country that has been designated
as non-cooperative with international
anti-money laundering principles or
procedures by an intergovernmental
group or organization of which the
United States is a member and with
which designation the U.S. representa-
tive to the group or organization con-
curs; or

(3) A banking license issued by a for-
eign country that has been designated
by the Secretary as warranting special
measures due to money laundering con-
cerns.

(d) Special procedures when due dili-
gence or enhanced due diligence cannot
be performed. The due diligence pro-
gram required by paragraphs (a) and (b)
of this section shall include procedures
to be followed in circumstances in
which a covered financial institution
cannot perform appropriate due dili-
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gence or enhanced due diligence with
respect to a correspondent account, in-
cluding when the covered financial in-
stitution should refuse to open the ac-
count, suspend transaction activity,
file a suspicious activity report, or
close the account.

(e) Applicability rules for general due
diligence. The provisions of paragraph
(a) of this section apply to covered fi-
nancial institutions as follows:

(1) General rules—(i) Correspondent ac-
counts established on or after July 5, 2006.
Effective July 5, 2006, the requirements
of paragraph (a) of this section shall
apply to each correspondent account
established on or after that date.

(i1) Correspondent accounts established
before July 5, 2006. Effective October 2,
2006, the requirements of paragraph (a)
of this section shall apply to each cor-
respondent account established before
July 5, 2006.

(2) Special rules for certain banks.
Until the requirements of paragraph (a)
of this section become applicable as set
forth in paragraph (e)(1) of this section,
the due diligence requirements of 31
U.S.C. 5318(i)(1) shall continue to apply
to any covered financial institution
listed in §1010.605(e)(1)(i) through (vi).

(3) Special rules for all other covered fi-
nancial institutions. The due diligence
requirements of 31 TU.S.C. 5318(i)(1)
shall not apply to a covered financial
institution listed in §1010.605(e)(1)(vii)
through (x) until the requirements of
paragraph (a) of this section become
applicable as set forth in paragraph
(e)(1) of this section.

(f) Applicability rules for enhanced due
diligence. The provisions of paragraph
(b) of this section apply to covered fi-
nancial institutions as follows:

(1) General rules—(i) Correspondent ac-
counts established on or after February 3,
2008. Effective February 5, 2008, the re-
quirements of paragraph (b) of this sec-
tion shall apply to each correspondent
account established on or after such
date.

(i1) Correspondent accounts established
before February 5, 2008. Effective May 5,
2008, the requirements of paragraph (b)
of this section shall apply to each cor-
respondent account established before
February 5, 2008.

(2) Special rules for certain banks.
Until the requirements of paragraph (b)
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of this section become applicable as set
forth in paragraph (f)(1) of this section,
the enhanced due diligence require-
ments of 31 U.S.C. 5318(i)(2) shall con-
tinue to apply to any covered financial
institutions listed in §1010.605(e)(1)(i)
through (vi).

(3) Special rules for all other covered fi-
nancial institutions. The enhanced due
diligence requirements of 31 U.S.C.
5318(i)(2) shall not apply to a covered fi-
nancial institution listed in
§1010.605(e)(1)(vii) through (x) until the
requirements of paragraph (b) of this
section become applicable, as set forth
in paragraph (f)(1) of this section.

(g) Eremptions—(1) Exempt financial
institutions. Except as provided in this
section, a financial institution defined
in 31 U.S.C. 5312(a)(2) or (c)(1), or
§1010.100(t) is exempt from the require-
ments of 31 U.S.C. 5318(i)(1) and (i)(2)
pertaining to correspondent accounts.

(2) Other compliance obligations of fi-
nancial institutions unaffected. Nothing
in paragraph (g) of this section shall be
construed to relieve a financial institu-
tion from its responsibility to comply
with any other applicable requirement
of law or regulation, including title 31,
United States Code, and this chapter.

§1010.620 Due diligence programs for
private banking accounts.

(a) In general. A covered financial in-
stitution shall maintain a due dili-
gence program that includes policies,
procedures, and controls that are rea-
sonably designed to detect and report
any known or suspected money laun-
dering or suspicious activity conducted
through or involving any private bank-
ing account that is established, main-
tained, administered, or managed in
the United States by such financial in-
stitution. The due diligence program
required by this section shall be a part
of the anti-money laundering program
otherwise required by this chapter.

(b) Minimum requirements. The due
diligence program required by para-
graph (a) of this section shall be de-
signed to ensure, at a minimum, that
the financial institution takes reason-
able steps to:

(1) Ascertain the identity of all nomi-
nal and beneficial owners of a private
banking account;

§1010.620

(2) Ascertain whether any person
identified under paragraph (b)(1) of this
section is a senior foreign political fig-
ure;

(3) Ascertain the source(s) of funds
deposited into a private banking ac-
count and the purpose and expected use
of the account; and

(4) Review the activity of the account
to ensure that it is consistent with the
information obtained about the client’s
source of funds, and with the stated
purpose and expected use of the ac-
count, as needed to guard against
money laundering, and to report, in ac-
cordance with applicable law and regu-
lation, any known or suspected money
laundering or suspicious activity con-
ducted to, from, or through a private
banking account.

(c) Special requirements for senior for-
eign political figures. (1) In the case of a
private banking account for which a
senior foreign political figure is a
nominal or beneficial owner, the due
diligence program required by para-
graph (a) of this section shall include
enhanced scrutiny of such account that
is reasonably designed to detect and re-
port transactions that may involve the
proceeds of foreign corruption.

(2) For purposes of this paragraph (c),
the term proceeds of foreign corruption
means any asset or property that is ac-
quired by, through, or on behalf of a
senior foreign political figure through
misappropriation, theft, or embezzle-
ment of public funds, the unlawful con-
version of property of a foreign govern-
ment, or through acts of bribery or ex-
tortion, and shall include any other
property into which any such assets
have been transformed or converted.

(d) Special procedures when due dili-
gence cannot be performed. The due dili-
gence program required by paragraph
(a) of this section shall include proce-
dures to be followed in circumstances
in which a covered financial institution
cannot perform appropriate due dili-
gence with respect to a private banking
account, including when the covered fi-
nancial institution should refuse to
open the account, suspend transaction
activity, file a suspicious activity re-
port, or close the account.

(e) Applicability rules. The provisions
of this section apply to covered finan-
cial institutions as follows:
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(1) General rules—(i) Private banking
accounts established on or after July 5,
2006. Effective July 5, 2006, the require-
ments of this section shall apply to
each private banking account estab-
lished on or after such date.

(ii) Private banking accounts estab-
lished before July 5, 2006. Effective Oc-
tober 2, 2006, the requirements of this
section shall apply to each private
banking account established before
July 5, 2006.

(2) Special rules for certain banks and
for brokers or dealers in securities, futures
commission merchants, and introducing
brokers. Until the requirements of this
section become applicable as set forth
in paragraph (e)(1) of this section, the
requirements of 31 TU.S.C. 5318(i)(3)
shall continue to apply to a covered fi-
nancial institution listed in
§1010.605(e)(1)(i) through (vi), (viii), or
(ix).

(3) Special rules for federally regulated
trust banks or trust companies, and mu-
tual funds. Until the requirements of
this section become applicable as set
forth in paragraph (e)(1) of this section,
the requirements of 31 U.S.C. 5318(i)(3)
shall not apply to a covered financial
institution listed in §1010.605(e)(1)(vii)
or (x).

(4) Exemptions—(i) Exempt financial in-
stitutions. Except as provided in this
section, a financial institution defined
in 31 U.S.C. 5312(a)(2) or (c)(1) or
§1010.100(t) is exempt from the require-
ments of 31 U.S.C. 5318(i)(3) pertaining
to private banking accounts.

(ii) Other compliance obligations of fi-
nancial institutions unaffected. Nothing
in paragraph (e)(4) of this section shall
be construed to relieve a financial in-
stitution from its responsibility to
comply with any other applicable re-
quirement of law or regulation, includ-
ing title 31, United States Code, and
this chapter.

§1010.630 Prohibition on cor-
respondent accounts for foreign
shell banks; records concerning
owners of foreign banks and agents
for service of legal process.

(a) Requirements for covered financial
institutions—(1)  Prohibition on  cor-
respondent accounts for foreign shell
banks. (i) A covered financial institu-
tion shall not establish, maintain, ad-
minister, or manage a correspondent
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account in the United States for, or on
behalf of, a foreign shell bank.

(ii) A covered financial institution
shall take reasonable steps to ensure
that any correspondent account estab-
lished, maintained, administered, or
managed by that covered financial in-
stitution in the United States for a for-
eign bank is not being used by that for-
eign bank to indirectly provide bank-
ing services to a foreign shell bank.

(iii) Nothing in paragraph (a)(1) of
this section prohibits a covered finan-
cial institution from providing a cor-
respondent account or banking services
to a regulated affiliate.

(2) Records of owners and agents. (i)
Except as provided in paragraph
(a)(2)(ii) of this section, a covered fi-
nancial institution that maintains a
correspondent account in the United
States for a foreign bank shall main-
tain records in the United States iden-
tifying the owners of each such foreign
bank whose shares are not publicly
traded and the name and street address
of a person who resides in the United
States and is authorized, and has
agreed to be an agent to accept service
of legal process for records regarding
each such account.

(ii) A covered financial institution
need not maintain records of the own-
ers of any foreign bank that is required
to have on file with the Federal Re-
serve Board a Form FR Y-7 that identi-
fies the current owners of the foreign
bank as required by such form.

(iii) For purposes of paragraph
(a)(2)(1) of this section, publicly traded
refers to shares that are traded on an
exchange or on an organized over-the-
counter market that is regulated by a
foreign securities authority as defined
in section 3(a)(b0) of the Securities Ex-
change Act of 1934 (15 U.S.C. 78c(a)(50)).

(b) Safe harbor. Subject to paragraphs
(c) and (d) of this section, a covered fi-
nancial institution will be deemed to
be in compliance with the require-
ments of paragraph (a) of this section
with respect to a foreign bank if the
covered financial institution obtains,
at least once every three years, a cer-
tification or recertification from the
foreign bank.

(c) Interim verification. If at any time
a covered financial institution knows,
suspects, or has reason to suspect, that
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any information contained in a certifi-
cation or recertification provided by a
foreign bank, or otherwise relied upon
by the covered financial institution for
purposes of this section, is no longer
correct, the covered financial institu-
tion shall request that the foreign
bank verify or correct such informa-
tion, or shall take other appropriate
measures to ascertain the accuracy of
the information or to obtain correct in-
formation, as appropriate. See para-
graph (d)(3) of this section for addi-
tional requirements if a foreign bank
fails to verify or correct the informa-
tion or if a covered financial institu-
tion cannot ascertain the accuracy of
the information or obtain correct in-
formation.

(d) Closure of correspondent accounts—
(1) Accounts existing on October 28, 2002.
In the case of any correspondent ac-
count that was in existence on October
28, 2002, if the covered financial institu-
tion has not obtained a certification
(or recertification) from the foreign
bank, or has not otherwise obtained
documentation of the information re-
quired by such certification (or recer-
tification), on or before March 31, 2003,
and at least once every three years
thereafter, the covered financial insti-
tution shall close all correspondent ac-
counts with such foreign bank within a
commercially reasonable time, and
shall not permit the foreign bank to es-
tablish any new positions or execute
any transaction through any such ac-
count, other than transactions nec-
essary to close the account.

(2) Accounts established after October
28, 2002. In the case of any cor-
respondent account established after
October 28, 2002, if the covered finan-
cial institution has not obtained a cer-
tification (or recertification), or has
not otherwise obtained documentation
of the information required by such
certification (or recertification) within
30 calendar days after the date the ac-
count is established, and at least once
every three years thereafter, the cov-
ered financial institution shall close
all correspondent accounts with such
foreign bank within a commercially
reasonable time, and shall not permit
the foreign bank to establish any new
positions or execute any transaction
through any such account, other than

§1010.630

transactions necessary to close the ac-
count.

(8) Verification of previously provided
information. In the case of a foreign
bank with respect to which the covered
financial institution undertakes to
verify information pursuant to para-
graph (c) of this section, if the covered
financial institution has not obtained,
from the foreign bank or otherwise,
verification of the information or cor-
rected information within 90 calendar
days after the date of undertaking the
verification, the covered financial in-
stitution shall close all correspondent
accounts with such foreign bank within
a commercially reasonable time, and
shall not permit the foreign bank to es-
tablish any new positions or execute
any transaction through any such ac-
count, other than transactions nec-
essary to close the account.

(4) Reestablishment of closed accounts
and establishment of new accounts. A
covered financial institution shall not
reestablish any account closed pursu-
ant to this paragraph (d), and shall not
establish any other correspondent ac-
count with the concerned foreign bank,
until it obtains from the foreign bank
the certification or the recertification,
as appropriate.

(5) Limitation on liability. A covered fi-
nancial institution shall not be liable
to any person in any court or arbitra-
tion proceeding for terminating a cor-
respondent account in accordance with
this paragraph (d).

(e) Recordkeeping requirement. A cov-
ered financial institution shall retain
the original of any document provided
by a foreign bank, and the original or
a copy of any document otherwise re-
lied upon by the covered financial in-
stitution, for purposes of this section,
for at least b years after the date that
the covered financial institution no
longer maintains any correspondent
account for such foreign bank. A cov-
ered financial institution shall retain
such records with respect to any for-
eign bank for such longer period as the
Secretary may direct.

(f) Special rules concerning information
requested prior to October 28, 2002—(1)
Definition. For purposes of this para-
graph (f) the term ‘“‘Interim Guidance”
means:
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(i) The Interim Guidance of the De-
partment of the Treasury dated No-
vember 20, 2001 and published in the
FEDERAL REGISTER on November 27,
2001; or

(ii) The guidance issued in a docu-
ment published in the FEDERAL REG-
ISTER on December 28, 2001.

(2) Use of Interim Guidance -certifi-
cation. In the case of a correspondent
account in existence on October 28,
2002, the term ‘‘certification’ as used
in paragraphs (b), (c), (d)(1), and (d)(3)
of this section shall also include the
certification appended to the Interim
Guidance, provided that such certifi-
cation was requested prior to October
28, 2002 and obtained by the covered fi-
nancial institution on or before Decem-
ber 26, 2002.

(3) Recordkeeping requirement. Para-
graph (e) of this section shall apply to
any document provided by a foreign
bank, or otherwise relied upon by a
covered financial institution, for pur-
poses of the Interim Guidance.

§1010.640 [Reserved]

SPECIAL MEASURES UNDER SECTION 311
OF THE USA PATRIOT ACT AND LAW
ENFORCEMENT ACCESS TO FOREIGN
BANK RECORDS

§1010.651 Special
Burma.

(a) Definitions. For purposes of this
section:

(1) Burmese banking institution means
any foreign bank, as that term is de-
fined in §1010.100(u), chartered or 1li-
censed by Burma, including branches
and offices located outside Burma.

(2) Correspondent account has the
same meaning as provided in
§1010.605(c).

(3) Covered financial institution has
the same meaning as provided in
§1010.605(e)(2) and also includes the fol-
lowing:

(i) A futures commission merchant or
an introducing broker registered, or re-
quired to register, with the Commodity
Futures Trading Commission under the
Commodity Exchange Act (7 U.S.C. 1 et
seq.); and

(ii) An investment company (as de-
fined in section 3 of the Investment
Company Act of 1940 (15 U.S.C. 80a-5))
that is an open-end company (as de-
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fined in section 5 of the Investment
Company Act (156 U.S.C. 80a-5)) and
that is registered, or required to reg-
ister, with the Securities and Exchange
Commission pursuant to that Act.

(b) Requirements for covered financial
institutions—(1)  Prohibition on  cor-
respondent accounts. A covered financial
institution shall terminate any cor-
respondent account that is established,
maintained, administered, or managed
in the United States for, or on behalf
of, a Burmese banking institution.

(2)  Prohibition on indirect cor-
respondent accounts. (i) If a covered fi-
nancial institution has or obtains
knowledge that a correspondent ac-
count established, maintained, admin-
istered, or managed by that covered fi-
nancial institution in the TUnited
States for a foreign bank is being used
by the foreign bank to provide banking
services indirectly to a Burmese bank-
ing institution, the covered financial
institution shall ensure that the cor-
respondent account is no longer used to
provide such services, including, where
necessary, terminating the cor-
respondent account; and

(ii) A covered financial institution
required to terminate an account pur-
suant to paragraph (b)(2)(i) of this sec-
tion:

(A) Shall do so within a commer-
cially reasonable time, and shall not
permit the foreign bank to establish
any new positions or execute any
transactions through such account,
other than those necessary to close the
account; and

(B) May reestablish an account
closed pursuant to this paragraph if it
determines that the account will not
be used to provide banking services in-
directly to a Burmese banking institu-
tion.

(3) Exception. The provisions of para-
graphs (b)(1) and (2) of this section
shall not apply to a correspondent ac-
count provided that the operation of
such account is not prohibited by Exec-
utive Order 13310 and the transactions
involving Burmese banking institu-
tions that are conducted through the
correspondent account are limited
solely to transactions that are exempt-
ed from, or otherwise authorized by
regulation, order, directive, or license
pursuant to, Executive Order 13310.
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(4) Reporting and recordkeeping not re-
quired. Nothing in this section shall re-
quire a covered financial institution to
maintain any records, obtain any cer-
tification, or report any information
not otherwise required by law or regu-
lation.

§1010.652 Special measures against
Myanmar Mayflower Bank and Asia
Wealth Bank.

(a) Definitions. For purposes of this
section:

(1) Asia Wealth Bank means all head-
quarters, branches, and offices of Asia
Wealth Bank operating in Burma or in
any jurisdiction.

(2) Correspondent account has the
same meaning as provided in
§1010.605(c).

(3) Covered financial institution has
the same meaning as provided in
§1010.605(e)(2) and also includes the fol-
lowing:

(i) A futures commission merchant or
an introducing broker registered, or re-
quired to register, with the Commodity
Futures Trading Commission under the
Commodity Exchange Act (7 U.S.C. 1 et
seq.); and

(ii) An investment company (as de-
fined in section 3 of the Investment
Company Act of 1940 (15 U.S.C. 80a-5))
that is an open-end company (as de-
fined in section 5 of the Investment
Company Act (15 U.S.C. 80a-b)) and
that is registered, or required to reg-
ister, with the Securities and Exchange
Commission pursuant to that Act.

(4) Myanmar Mayflower Bank means
all headquarters, branches, and offices
of Myanmar Mayflower Bank operating
in Burma or in any jurisdiction.

(b) Requirements for covered financial
institutions—(1)  Prohibition on  cor-
respondent accounts. A covered financial
institution shall terminate any cor-
respondent account that is established,
maintained, administered, or managed
in the United States for, or on behalf
of, Myanmar Mayflower Bank or Asia
Wealth Bank.

(2)  Prohibition on indirect cor-
respondent accounts. (i) If a covered fi-
nancial institution has or obtains
knowledge that a correspondent ac-
count established, maintained, admin-
istered, or managed by that covered fi-
nancial institution in the TUnited
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States for a foreign bank is being used
by the foreign bank to provide banking
services indirectly to Myanmar
Mayflower Bank or Asia Wealth Bank,
the covered financial institution shall
ensure that the correspondent account
is no longer used to provide such serv-
ices, including, where necessary, termi-
nating the correspondent account; and

(ii) A covered financial institution
required to terminate an account pur-
suant to paragraph (b)(2)(i) of this sec-
tion:

(A) Shall do so within a commer-
cially reasonable time, and shall not
permit the foreign bank to establish
any new positions or execute any
transactions through such account,
other than those necessary to close the
account; and

(B) May reestablish an account
closed pursuant to this paragraph if it
determines that the account will not
be used to provide banking services in-
directly to Myanmar Mayflower Bank
or Asia Wealth Bank.

(3) Reporting and recordkeeping not re-
quired. Nothing in this section shall re-
quire a covered financial institution to
maintain any records, obtain any cer-
tification, or to report any information
not otherwise required by law or regu-
lation.

§1010.653 Special measures
Commercial Bank of Syria.

against

(a) Definitions. For purposes of this
section:

(1) Commercial Bank of Syria means
any branch, office, or subsidiary of
Commercial Bank of Syria operating in
Syria or in any other jurisdiction, in-
cluding Syrian Lebanese Commercial
Bank.

(2) Correspondent account has the
same meaning as provided in
§1010.605(c)(1)(ii).

(3) Covered financial
cludes:

(i) An insured bank (as defined in sec-
tion 3(h) of the Federal Deposit Insur-
ance Act (12 U.S.C. 1813(h)));

(ii) A commercial bank;

(iii) An agency or branch of a foreign
bank in the United States;

(iv) A federally insured credit union;

(v) A savings association;

institution in-
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(vi) A corporation acting under sec-
tion 25A of the Federal Reserve Act (12
U.S.C. 611 et seq.);

(vii) A trust bank or trust company
that is federally regulated and is sub-
ject to an anti-money laundering pro-
gram requirement;

(viii) A broker or dealer in securities
registered, or required to be registered,
with the Securities and Exchange Com-
mission under the Securities Exchange
Act of 1934 (15 U.S.C. 78a et seq.), except
persons who register pursuant to sec-
tion 15(b)(11) of the Securities Ex-
change Act of 1934;

(ix) A futures commission merchant
or an introducing broker registered, or
required to be registered, with the
Commodity Futures Trading Commis-
sion under the Commodity Exchange
Act (7 U.S.C. 1 et seq.), except persons
who register pursuant to section
4(f)(a)(2) of the Commodity Exchange
Act; and

(x) A mutual fund, which means an
investment company (as defined in sec-
tion 3(a)(1) of the Investment Company
Act of 1940 ((‘‘Investment Company
Act”) (156 U.S.C. 80a-3(a)(1))) that is an
open-end company (as defined in sec-
tion 5(a)(1) of the Investment Company
Act (156 U.S.C. 80a-5(a)(1))) and that is
registered, or is required to register
with the Securities and Exchange Com-
mission pursuant to the Investment
Company Act.

(4) Subsidiary means a company of
which more than 50 percent of the vot-
ing stock or analogous equity interest
is owned by another company.

(b) Requirements for covered financial
institutions—(1) Prohibition on direct use
of correspondent accounts. A covered fi-
nancial institution shall terminate any
correspondent account that is open or
maintained in the United States for, or
on behalf of, Commercial Bank of
Syria.

(2) Due diligence of correspondent ac-
counts to prohibit indirect use. (i) A cov-
ered financial institution shall apply
due diligence to its correspondent ac-
counts that is reasonably designed to
guard against their indirect use by
Commercial Bank of Syria. At a min-
imum, that due diligence must include:

(A) Notifying correspondent account
holders that the correspondent account
may not be used to provide Commercial

31 CFR Ch. X (7-1-11 Edition)

Bank of Syria with access to the cov-
ered financial institution; and

(B) Taking reasonable steps to iden-
tify any indirect use of its cor-
respondent accounts by Commercial
Bank of Syria, to the extent that such
indirect use can be determined from
transactional records maintained in
the covered financial institution’s nor-
mal course of business.

(ii) A covered financial institution
shall take a risk-based approach when
deciding what, if any, additional due
diligence measures it should adopt to
guard against the indirect use of its
correspondent accounts by Commercial
Bank of Syria.

(iii) A covered financial institution
that obtains knowledge that a cor-
respondent account is being used by
the foreign bank to provide indirect ac-
cess to Commercial Bank of Syria shall
take all appropriate steps to prevent
such indirect access, including, where
necessary, terminating the cor-
respondent account.

(iv) A covered financial institution
required to terminate a correspondent
account pursuant to paragraph
(b)(2)(iii) of this section:

(A) Should do so within a commer-
cially reasonable time, and should not
permit the foreign bank to establish
any new positions or execute any
transaction through such cor-
respondent account, other than those
necessary to close the correspondent
account; and

(B) May reestablish a correspondent
account closed pursuant to this para-
graph if it determines that the cor-
respondent account will not be used to
provide banking services indirectly to
Commercial Bank of Syria.

(3) Recordkeeping and reporting. (i) A
covered financial institution is re-
quired to document its compliance
with the notice requirement set forth
in paragraph (b)(2)(i)(A) of this section.

(ii) Nothing in this section shall re-
quire a covered financial institution to
report any information not otherwise
required to be reported by law or regu-
lation.

§1010.654 Special
VEF Bank.
(a) Definitions. For purposes of this
section:

measures against
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(1) Correspondent account has the
same meaning as provided in
§1010.605(c)(1)(ii).

(2) Covered financial
cludes:

(i) An insured bank (as defined in sec-
tion 3(h) of the Federal Deposit Insur-
ance Act (12 U.S.C. 1813(h)));

(ii) A commercial bank;

(iii) An agency or branch of a foreign
bank in the United States;

(iv) A federally insured credit union;

(v) A savings association;

(vi) A corporation acting under sec-
tion 25A of the Federal Reserve Act (12
U.S.C. 611 et seq.);

(vii) A trust bank or trust company
that is federally regulated and is sub-
ject to an anti-money laundering pro-
gram requirement;

(viii) A broker or dealer in securities
registered, or required to be registered,
with the U.S. Securities and Exchange
Commission under the Securities Ex-
change Act of 1934 (156 U.S.C. 78a et
seq.), except persons who register pur-
suant to section 15(b)(11) of the Securi-
ties Exchange Act of 1934;

(ix) A futures commission merchant
or an introducing broker registered, or
required to be registered, with the
Commodity Futures Trading Commis-
sion under the Commodity Exchange
Act (7 U.S.C. 1 et seq.), except persons
who register pursuant to section
4(f)(a)(2) of the Commodity Exchange
Act; and

(x) A mutual fund, which means an
investment company (as defined in sec-
tion 3(a)(1) of the Investment Company
Act of 1940 ((‘‘Investment Company
Act”) (156 U.S.C. 80a-3(a)(1))) that is an
open-end company (as defined in sec-
tion 5(a)(1) of the Investment Company
Act (156 U.S.C. 80a-5(a)(1))) and that is
registered, or is required to register
with the Securities and Exchange Com-
mission pursuant to the Investment
Company Act.

(3) Subsidiary means a company of
which more than 50 percent of the vot-
ing stock or analogous equity interest
is owned by another company.

(4) VEF Bank means any branch, of-
fice, or subsidiary of joint stock com-
pany VEF Banka operating in the Re-
public of Latvia or in any other juris-
diction. The one known VEF Bank sub-
sidiary, Veiksmes Izings, and any

institution in-
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branches or offices, are included in the
definition.

(b) Requirements for covered financial
institutions—(1) Prohibition on direct use
of correspondent accounts. A covered fi-
nancial institution shall terminate any
correspondent account that is opened
or maintained in the United States for,
or on behalf of, VEF Bank.

(2) Due diligence of correspondent ac-
counts to prohibit indirect use. (i) A cov-
ered financial institution shall apply
due diligence to its correspondent ac-
counts that is reasonably designed to
guard against their indirect use by
VEF Bank. At a minimum, that due
diligence must include:

(A) Notifying correspondent
accountholders that the correspondent
account may not be used to provide
VEF Bank with access to the covered
financial institution; and

(B) Taking reasonable steps to iden-
tify any indirect use of its cor-
respondent accounts by VEF Bank, to
the extent that such indirect use can
be determined from transactional
records maintained in the covered fi-
nancial institution’s normal course of
business.

(ii) A covered financial institution
shall take a risk-based approach when
deciding what, if any, additional due
diligence measures it should adopt to
guard against the indirect use of its
correspondent accounts by VEF Bank.

(iii) A covered financial institution
that obtains knowledge that a cor-
respondent account is being used by
the foreign bank to provide indirect ac-
cess to VEF Bank shall take all appro-
priate steps to prevent such indirect
access, including, where necessary, ter-
minating the correspondent account.

(iv) A covered financial institution
required to terminate a correspondent
account pursuant to paragraph
(b)(2)(iii) of this section:

(A) Should do so within a commer-
cially reasonable time, and should not
permit the foreign bank to establish
any new positions or execute any
transaction through such cor-
respondent account, other than those
necessary to close the correspondent
account; and
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(B) May reestablish a correspondent
account closed pursuant to this para-
graph if it determines that the cor-
respondent account will not be used to
provide banking services indirectly to
VEF Bank.

(3) Recordkeeping and reporting. (i) A
covered financial institution is re-
quired to document its compliance
with the notice requirement set forth
in paragraph (b)(2)(i)(A) of this section.

(ii) Nothing in this section shall re-
quire a covered financial institution to
report any information not otherwise
required to be reported by law or regu-
lation.

§1010.655 Special measures
Banco Delta Asia.

against

(a) Definitions. For purposes of this
section:

(1) Banco Delta Asia means all
branches, offices, and subsidiaries of
Banco Delta Asia operating in any ju-
risdiction, including its subsidiaries
Delta Asia Credit Limited and Delta
Asia Insurance Limited.

(2) Correspondent account has the
same meaning as provided in
§1010.605(c)(1)(ii).

(3) Covered financial
cludes:

(i) An insured bank (as defined in sec-
tion 3(h) of the Federal Deposit Insur-
ance Act (12 U.S.C. 1813(h))):

(ii) A commercial bank;

(iii) An agency or branch of a foreign
bank in the United States;

(iv) A federally insured credit union;

(v) A savings association;

(vi) A corporation acting under sec-
tion 25A of the Federal Reserve Act (12
U.S.C. 611 et seq.);

(vii) A trust bank or trust company
that is federally regulated and is sub-
ject to an anti-money laundering pro-
gram requirement;

(viii) A broker or dealer in securities
registered, or required to be registered,
with the U.S. Securities and Exchange
Commission under the Securities Ex-
change Act of 1934 (15 U.S.C. 78a et
seq.), except persons who register pur-
suant to section 15(b)(11) of the Securi-
ties Exchange Act of 1934;

(ix) A futures commission merchant
or an introducing broker registered, or
required to register, with the Com-
modity Futures Trading Commission

institution in-
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under the Commodity Exchange Act (7
U.S.C. 1 et seq.), except persons who
register pursuant to section 4(f)(a)(2) of
the Commodity Exchange Act; and

(x) A mutual fund, which means an
investment company (as defined in sec-
tion 3(a)(1) of the Investment Company
Act of 1940 ((‘‘Investment Company
Act”) (156 U.S.C. 80a-3(a)(1))) that is an
open-end company (as defined in sec-
tion 5(a)(1) of the Investment Company
Act (16 U.S.C. 80a-5(a)(1))) and that is
registered, or is required to register
with the Securities and Exchange Com-
mission pursuant to the Investment
Company Act.

(4) Subsidiary means a company of
which more than 50 percent of the vot-
ing stock or analogous equity interest
is owned by another company.

(b) Requirements for covered financial
institutions—(1) Prohibition on direct use
of correspondent accounts. A covered fi-
nancial institution shall terminate any
correspondent account that is estab-
lished, maintained, administered, or
managed in the United States for, or
on behalf of, Banco Delta Asia.

(2) Due diligence of correspondent ac-
counts to prohibit indirect use. (i) A cov-
ered financial institution shall apply
due diligence to its correspondent ac-
counts that is reasonably designed to
guard against their indirect use by
Banco Delta Asia. At a minimum, that
due diligence must include:

(A) Notifying correspondent
accountholders the correspondent ac-
count may not be used to provide
Banco Delta Asia with access to the
covered financial institution; and

(B) Taking reasonable steps to iden-
tify any indirect use of its cor-
respondent accounts by Banco Delta
Asia, to the extent that such indirect
use can be determined from trans-
actional records maintained in the cov-
ered financial institution’s normal
course of business.

(ii) A covered financial institution
shall take a risk-based approach when
deciding what, if any, additional due
diligence measures it should adopt to
guard against the indirect use of its
correspondent accounts by Banco Delta
Asia.

(iii) A covered financial institution
that obtains knowledge that a cor-
respondent account is being used by
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the foreign bank to provide indirect ac-
cess to Banco Delta Asia shall take all
appropriate steps to prevent such indi-
rect access, including, where necessary,
terminating the correspondent ac-
count.

(iv) A covered financial institution
required to terminate a correspondent
account pursuant to paragraph
(b)(2)(iii) of this section:

(A) Should do so within a commer-
cially reasonable time, and should not
permit the foreign bank to establish
any new positions or execute any
transaction through such cor-
respondent account, other than those
necessary to close the correspondent
account; and

(B) May reestablish a correspondent
account closed pursuant to this para-
graph if it determines that the cor-
respondent account will not be used to
provide banking services indirectly to
Banco Delta Asia.

(3) Recordkeeping and reporting. (i) A
covered financial institution is re-
quired to document its compliance
with the notice requirement set forth
in paragraph (b)(2)(i)(A) of this section.

(ii) Nothing in this section shall re-
quire a covered financial institution to
report any information not otherwise
required to be reported by law or regu-
lation.

§1010.670 Summons or subpoena of
foreign bank records; termination
of correspondent relationship.

(a) Definitions. The definitions in
§1010.605 apply to this section.

(b) Issuance to foreign banks. The Sec-
retary or the Attorney General may
issue a summons or subpoena to any
foreign bank that maintains a cor-
respondent account in the TUnited
States and may request records related
to such correspondent account, includ-
ing records maintained outside of the
United States relating to the deposit of
funds into the foreign bank. The sum-
mons or subpoena may be served on the
foreign bank in the United States if the
foreign bank has a representative in
the United States, or in a foreign coun-
try pursuant to any mutual legal as-
sistance treaty, multilateral agree-
ment, or other request for inter-
national law enforcement assistance.

§1010.711

(c) Issuance to covered financial insti-
tutions. Upon receipt of a written re-
quest from a Federal law enforcement
officer for information required to be
maintained by a covered financial in-
stitution under paragraph (a)(2) of
§1010.630, the covered financial institu-
tion shall provide the information to
the requesting officer not later than 7
days after receipt of the request.

(d) Termination upon receipt of notice.
A covered financial institution shall
terminate any correspondent relation-
ship with a foreign bank not later than
10 business days after receipt of writ-
ten notice from the Secretary or the
Attorney General (in each case, after
consultation with the other) that the
foreign bank has failed:

(1) To comply with a summons or
subpoena issued under paragraph (b) of
this section; or

(2) To initiate proceedings in a
United States court contesting such
summons or subpoena.

(e) Limitation on liability. A covered fi-
nancial institution shall not be liable
to any person in any court or arbitra-
tion proceeding for terminating a cor-
respondent relationship in accordance
with paragraph (d) of this section.

(f) Failure to terminate relationship.
Failure to terminate a correspondent
relationship in accordance with this
section shall render the covered finan-
cial institution liable for a civil pen-
alty of up to $10,000 per day until the
correspondent relationship is so termi-
nated.

Subpart G—Administrative Rulings

§1010.710 Scope.

This subpart provides that the Direc-
tor, FinCEN, or his designee, either
unilaterally or upon request, may issue
administrative rulings interpreting the
application of this chapter.

§1010.711 Submitting requests.

(a) Each request for an administra-
tive ruling must be in writing and con-
tain the following information:

(1) A complete description of the sit-
uation for which the ruling is re-
quested,

(2) A complete statement of all mate-
rial facts related to the subject trans-
action,
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